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The term ‘Magnet of Threats’ is used to describe targets so desirable that multiple

threat actors regularly cohabitate on the same victim machine in the course of their

collection. In the process of responding to a series of tangled intrusions at one of

these Magnets of Threats, SentinelLabs researchers encountered an entirely new

threat actor: ‘Metador’.

Metador’s intrusions were located primarily in telcos, ISPs, and universities in the

Middle East and Africa, but that is likely only a small portion of the operations of what

is clearly a long-running threat actor of unknown origin.

In this presentation, SentinelLabs’ researchers Juan Andres Guerrero-Saade, Amitai

Ben Shushan Ehrlich, and Aleksandar Milenkoski lay out how they discovered this

previously unknown threat actor, the challenges of reversing Metador’s custom,

highly-obfuscated backoors, and the intriguing clues left by the threat actor’s own

logs and artifacts as to their real identity.

Enjoy the LABScon presentation as it was presented live in the video and transcript

below, read the published report, and dive into the intricacies of the threat actors’

anti-analysis techniques in a dedicated post on the Mafalda malware, one of

Metador’s custom backdoors discovered in this fascinating research.
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About the Presenters

Juan Andrés Guerrero-Saade is Senior Director of SentinelLabs and an Adjunct

Professor of Strategic Studies at Johns Hopkins School of Advanced International

Studies (SAIS).

Amitai Ben Shushan Ehrlich is a Threat Intelligence Researcher at SentinelOne who

specializes in threat intelligence, incident response and threat hunting.

Aleksandar Milenkoski is a Senior Threat Researcher at SentinelLabs, with expertise

in reverse engineering, malware research, and threat actor analysis.

About LABScon

This presentation was featured live at LABScon 2022, an immersive 3-day conference

bringing together the world’s top cybersecurity minds, hosted by SentinelOne’s

research arm, SentinelLabs.
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The Mystery of Metador.mp4: this mp4 audio �le was automatically transcribed by Sonix with

the best speech-to-text algorithms. This transcript may contain errors.

Juan Andres Guerrero-Saade: 

We're going to talk today about a bit of a mystery. And we really do mean it like we do mean

mystery. It's not just sort of trying to hype something up or obfuscate the truth and pretend that

we don't know what we do. In reality, we're dealing with something. We're fairly unfamiliar and.

Confused by. And we're hoping that this conference is actually going to do a lot to help us in

that direction.

So �rst and foremost, I'm Juan Andres Guerrero-Saade, Jags, your host, you are very familiar

with me, Alex, here over at SentinelLabs with me and Amitai, who was actually part of our

internal research team with Brian Bartholomew and Chris Saint Myers. And this has been like a

big joint research effort that we've been doing across our different research teams together.

Our Metador friends would probably refer to us as fellow hackers. But we'll get into that in a

little bit.
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Juan Andres Guerrero-Saade
We're going to talk today about a bit of a mystery. And we really do mean
it like we do mean mystery. It's not just sort of trying to hype something
up or obfuscate the truth and pretend that we don't know what we do. In
reality, we're dealing with something. We're fairly unfamiliar and.
Confused by. And we're hoping that this conference is actually going to
do a lot to help us in that direction.
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LABSCON

LABScon brings together the world’s top cybersecurity minds to
share cutting-edge research and push the envelope of threat
landscape understanding.
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