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The Good, the Bad and the Ugly in
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The Good

The cybercrime ecosystem is comprised of many actors: hackers and scammers steal information, market place operators sell it, and

carders and fraudsters use it to steal money. Done right, this process yields a tidy pro�t for everyone involved. But moving large amounts of

money nowadays is a challenge: enter cryptocurrency money laundering services on the darknet. Established a decade ago, Bitcoin Fog

offered its cybercriminal clients an additional means of further anonymizing cryptocurrency transactions by separating transmitted Bitcoin

from a particular Bitcoin address.

Over the years, the service has facilitated transactions estimated at $336 million and collaborated with notorious dark web marketplaces

like AlphaBay and Silk Road. Typically, it is extremely hard to identify and prosecute the people behind such operations, but �nally a joint

effort by the IRS and the FBI has resulted in the arrest of Roman Sterlingov, aged 32, a dual Russian-Swedish national, as he landed at Los

Angeles Airport.

Sterlingov is charged with money laundering and money transmission without a license in the District of Columbia. As the mastermind

behind the operation, he allegedly made upwards of $8 million in commissions on transaction fees. While Sterlingov is �nally in custody, the

�ght to take down Bitcoin Fog goes on: Although it is unclear who is now operating it, the platform appears to remain active,

The Bad

Unfortunately, the cyber conflict between the U.S. and Russia appears to be escalating. In response to the ongoing cyber espionage

activities conducted by Russian intelligence, President Biden imposed sanctions on Russia earlier this month. That seems to have had little

effect, so U.S. agencies are now taking a more direct approach and naming the Russian Foreign Intelligence Service (SVR) as the main

culprit. In a joint alert published this week, the FBI, Homeland Security and CISA have detailed the depth and sophistication of this

adversary.

The threat actor variously known as APT29, the Dukes, CozyBear, and Yttrium, seeks to collect intelligence from government networks,

think tanks, policy analysis organizations, and information technology companies. The methods used by the group have evolved over the

years from directly attacking victims using malware to obtaining access to enterprise cloud resources, particularly email accounts. Their

focus is always on identifying and exploiting administrative accounts, and then exploiting these to gain access to sensitive information and

ex�ltrate it. The main methods described in the report are:

Password spraying

Leveraging zero-day vulnerabilities against VPN networks

Deployment of WELLMESS malware

Tradecraft similarities to SolarWinds-enabled intrusions

The alert highlights the group’s preference for “low and slow” operations, working carefully and methodically to evade detection at all

costs. Given this emphasis by the attackers, and the scale of their operations so far, it is very likely that there are numerous other operations

in operation but unknown at the moment, and likely many others in the planning.

The Ugly

The ransomware rampage has reached new lows this week. First up, Babuk ransomware operators have hit the Washington, D.C.,

Metropolitan Police Department, ex�ltrating data and personal information of police of�cers, and threatening to publish these online if their

ransom demands are not met.

DC Police Chief Robert J. Contee III addressed DC police personnel in a YouTube statement, suggesting that personal information had been

leaked and advising force members and their families to practice extreme caution and extensive cyber-hygiene (hinting that follow up

extortion or fraud attempts will likely follow). It is unclear if in addition to the data breach and leak there has been any disruption to police

IT systems. What is clear is that this incident is a serious blow to the reputation of the DC Police Department.

Also in the Ugly pile this week are those attacking healthcare providers. An attack on Swedish company Elekta, which provides precision

oncology and radiation treatment software, has resulted in delays and disruptions to radiation treatments across America. The attack

seems to have hit the company’s cloud-based storage system, resulting in service disruption in 42 health care sites across the U.S. The

company has issued a statement but has yet to con�rm the source of the attack or how long services will remain unavailable.

Like this article? Follow us on LinkedIn, Twitter, YouTube or Facebook to see the content we post.

Read more about Cyber Security

SentinelOne’s Cybersecurity Predictions 2023 | What’s Next?

SentinelOne Named to Deloitte Fast 500 List for 4th Consecutive Year

Apple’s macOS Ventura | 7 New Security Changes to Be Aware Of

Breaking Down the SEO Poisoning Attack | How Attackers Are Hijacking Search Results

Living Off Windows Defender | LockBit Ransomware Sideloads Cobalt Strike Through Microsoft Security Tool

Enterprise Security Essentials | Top 15 Most Routinely Exploited Vulnerabilities 2022

blog
GET  A  DEMO

https://www.sentinelone.com/legal/privacy-policy/
https://www.sentinelone.com/legal/master-subscription-agreement/
https://twitter.com/SentinelOne
https://www.facebook.com/SentinelOne/
https://www.linkedin.com/company/sentinelone/
https://goo.gl/e5C9f4
https://www.sentinelone.com/blog/2021/04/
https://www.sentinelone.com/blog/author/yotam/
https://www.sentinelone.com/blog/malware-analyst-guide-bitcoin/
https://www.sentinelone.com/blog/20-years-in-the-dark-the-dark-web-turns-twenty-what-does-this-mean-for-a-ciso/
https://www.cyberscoop.com/bitcoin-fog-arrest-roman-sterlingov/
https://www.justice.gov/opa/pr/individual-arrested-and-charged-operating-notorious-darknet-cryptocurrency-mixer
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://us-cert.cisa.gov/ncas/alerts/aa21-116a
https://www.sentinelone.com/resources/threat-actor-basics-understanding-the-5-main-threat-types/
https://www.sentinelone.com/blog/7-ways-hackers-steal-your-passwords/
https://www.sentinelone.com/blog/zero-day-survival-guide-everything-need-know/
https://labs.sentinelone.com/solarwinds-sunburst-backdoor-inside-the-stealthy-apt-campaign/
https://www.sentinelone.com/?s=ransomware
https://www.youtube.com/watch?v=qQSFKgnBQ7M
https://www.elekta.com/company/company-update-April-26-2021
https://www.linkedin.com/company/2886771/
https://twitter.com/SentinelOne
https://goo.gl/e5C9f4
https://www.facebook.com/SentinelOne
https://www.sentinelone.com/blog/sentinelones-cybersecurity-predictions-2023-whats-next/
https://www.sentinelone.com/blog/sentinelone-named-to-deloitte-fast-500-list-for-4th-consecutive-year/
https://www.sentinelone.com/blog/apples-macos-ventura-7-new-security-changes-to-be-aware-of/
https://www.sentinelone.com/blog/breaking-down-the-seo-poisoning-attack-how-attackers-are-hijacking-search-results/
https://www.sentinelone.com/blog/living-off-windows-defender-lockbit-ransomware-sideloads-cobalt-strike-through-microsoft-security-tool/
https://www.sentinelone.com/blog/enterprise-security-essentials-top-15-most-routinely-exploited-vulnerabilities-2022/
https://www.sentinelone.com/
https://www.sentinelone.com/request-demo/

