BACK TO THE OFFICE

CHECKLIST

Returning to recently-vacated offices will certainly signify a return to normality, and for most that will be
a welcome relief after working at home for an extended period. However, just as the shift to working from
home required organizations to adapt and act differently, so will the return to the office.
1

Run a scan on your network to identify new, unknown devices.

2

Forbid work on personal laptops (brought to the office by employees working from home) in
the corporate environment whenever possible. Employees should transfer their work to their
company-issued laptop and take their personal laptop back home.

3

Install NAC for employees who now find they must work with their own device, and ensure they
use company-issued EDR.

4

Enforce device control to block USB devices.

5

Keep an up-to-date inventory. It will also help in the event employees have to move back to
working from home in the future.

6

Make sure that all software is patched on all devices returning to the office as soon as
practically possible.

7

Ensure that all your EDRs are active and up to date.

8

Make sure your EDR solution inventories software and can report on application risk levels.

9

Revoke unnecessary software licenses and transition staff back to using resources
provided on-site.

10

Ensure that all your employees are aware of company password policy and enforce compliance.

11

Ensure new hires are up to speed on additional company security policies that are pertinent to
working in the office.

12

Formalize the lessons learned from this unprecedented crisis so that they can be used to help
your business manage future crises with less pain.
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